LIGO Identity and
Access Management




The Problem

® The LIGO Scientific Collaboration is
comprised of over 900 scientists from 22

nations on five continents.




The Requirements

® Provide single sign-on solution (SSO)
across application domains for LIGO users.

® Provide seamless onboarding for users
when the join LIGO.
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The Components

® Core components to infrastructure:

- myLIGO: user registry. PHP and MySQL.
- LDAP: directory store and attribute authority.
- Kerberos: credential store and authentication.
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Component Layers

Identity Management myLIGO

Apache/mySQL/PHP
on/offboarding

Kerberos LDAP Grouper
authentication directory authorization

General
Shib SP Computing _
Account Grid

Computing
Account

Services

Sympa
mailing lists




Core Redundancy

Kerberos Master LDAP Master
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Application Domains: Web

Shibboleth SSO across ligo.org domain.

® Five IdPs, ~125 SPs in metadata.

Federated with InCommon.




Application Domains: VWeb

user/browser

b Kerberos )




Application Domains: Grid

® Based on SAML ECP and ClLogon
http://www.cilogon.org/).

® User gets SAML assertion from LIGO |dP
Pa DN and authe

ss certificate
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Application Domains: Grid

ligo-proxy-init albert.einstein

Initiate IdP/SP Session —» Authenticate User —» Create CSR —» Get user cert —» Create proxy
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SAML Assertion for SP
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Retrieve Signed Cert

User AuthN
Get User DN

ecp.cilogon.org LIGO KDC ecp.cilogon.org




Application Domains:

Other Services

® Other LIGO services also leverage LIAM
infrastructure for AuthN/Z:

- Mailing list subscribers stored as groups in
LDAP, managed W|th grouper
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Directions

® LIAM is moving toward leveraging
federated identities for authentication of
internal and external collaborators.

- LIGO was an early InCommon member.
s LIGO isa key contrlbutor to developlng
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LIGO and the |IAM
Community

® LIGO is a leader in identity management
for large virtual research organizations:

- many invited talks every year on how
we do IAM.




